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Quanta, randomness, ciphers and computers...

• Few random thoughts about the history of randomness 
• Kolmogorov, his axioms and our nonconforming quantum world
• Quantum interference is all you should remember from this lecture
• Impossible quantum logic gates
• Quantum computers, their power and vulnerabilities 
• When will Google, Baidu or John Doe build a quantum computer? 
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Randomness – objective or subjective? 



Determinism, free will & moral responsibility

The	Last	Judgement,	Hieronymus	Bosch	(1482)



Measure – early intuition about averages 

Determination	of	the	rod,	using	the	length	of	the	left	foot	of	16	randomly	chosen	people	coming	
from	church	service.	Woodcut	published	in	the	book Geometrei by Jakob	Köbel c.	1535



More pragmatic approach - gambling

Caravaggio,	The	Cardsharps	c.	1594



Girolamo Cardano - Gambling Scholar

Cardano described	himself	as	

Hot-tempered,	single-minded,	and	given	to	women,	…cunning,	crafty,	sarcastic,	diligent,	
impertinent,	sad,	treacherous,	magician	and	sorcerer,	miserable,	hateful,	lascivious,	obscene,	
lying,	obsequious,…fond	of	the	prattle	of	old	men.

1501-1576



Probability and complex numbers

PROBABILITY
Liber de	Ludo Aleae

COMPLEX	NUMBERS
Ars Magna



Enter complex numbers

Find	two	numbers	
which	sum	to	10	
and their	product	is 40



What is probability…

To	measure	probability	find	
equally	probable	

cases	and	count	them	

Pr(A) =
no. of cases in which A occurs

total no. of cases
<latexit sha1_base64="lhMwLeinez/ah696RkYkZJcBbbk="></latexit>



And then came Kolmogorov…

Probability is a non-negative number

Probability that something happens is 1

Probabilities of exclusive events add up



It’s all very well, except that…



…Nature ignores additivity axiom

Whenever	an	event	can	occur	in	several	mutually	exclusive	ways,	the	probability	for	
the	event	is	the	sum	of	the	probabilities	for	each	way	considered	separately.



Additivity axiom revisited

Whenever	an	event	can	occur	in	several	mutually	exclusive	ways,	the	probability	
amplitude	for	the	event	is	the	sum	of	the	probability	amplitudes	for	each	way	
considered	separately.
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Quantum interference
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Quantum world is somewhat different…



IONSPHOTONS

ATOMSNEUTRONS

Ubiquitous quantum interference 



Mach-Zehnder interferometer
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Weird, but this is how it is! Secondly, what has happened to the axiom of additivity
in probability theory, what is wrong with the additivity axiom? One thing that is
wrong is the assumption that the processes of taking the upper or the lower slit are
mutually exclusive. In reality, as we have just mentioned, the two transitions both

occur, simultaneously. However, we cannot learn this from probability theory, or any
other a priori mathematical construct. There is no fundamental reason why Nature
should conform to the additivity axion. We find out how nature works by making According to the philosopher Karl Popper

(1902–1994) a theory is genuinely scientific
only if it is possible, in principle, to establish
that it is false. Genuinely scientific theories
are never finally confirmed because no
matter how many confirming observations
have been made observations that are
inconsistent with the empirical predictions of
the theory are always possible.

intelligent guesses, running experiments, checking what happens and formulating
physical theories. If our guess disagrees with experiments it is wrong, so we try
another intelligent guess, and another, etc. Right now quantum theory is the best
guess we have; it offers good explanations and predictions that have not been falsified
by any of the existing experiments. This said, be assured that one day quantum theory
will be falsified and we will have to start guessing again.

1.2.1. Example: One of the simplest quantum devices in which quantum interference
can be controlled is a Mach-Zehnder interferometer.

1

2

Input 1

Input 2

Beam 1

Beam 2

j1

j2

It consists of two beam-splitters (the square boxes, bottom left and top right) and
two slivers of glass of different thickness which are inserted into each of the optical
paths connecting the two beam-splitters. The slivers are usually referred to as “phase
shifters” and their thicknesses, j1 and j2, are measured in units of the photon’s wave-
length multiplied by 2p. The two inputs ports of the interferometer are labelled as
1 and 2, and each of the two output ports, also labelled as 1 and 2, terminates in a
photodetector. A photon (the orange dot) impinges on the first beam-splitter from
one of the two input ports, here input 1, and begins its journey towards one of the
two photodetectors. Let Uij denotes the probability amplitude that the photon ini-
tially in input port j = 1, 2 ends up in detector i = 1, 2 (here, and in the following,
index i should not be confused with the imaginary unit). At each of the two beam-
splitters the photon is transmitted with the probability amplitude

p
T and reflected

with the probability amplitude i
p

R, (R + T = 1), and the two phase shifters modify
the amplitudes by phase factors, e

ij1 and e
ij2 , respectively. In quantum theory we

almost always start with the amplitudes and once we have a full expression for the
amplitude of a given outcome we square its absolute value to get the corresponding
probability. For example, let us calculate U11. We notice that there are two alternative
ways for the photon in the input port 1 to end up in the output port 1. It can take the
lower path, through the phase shifter j1, or the upper path, through the phase shifter
j2. The lower path implies two consecutive transmissions at the beamsplitters and
the phase factor e

ij1 , whereas the upper path implies two consecutive reflections and
the phase factor e

ij2 . Once the photon ends in the output port 1 there is no way of
knowing which path was taken, thus we add the amplitudes pertaining to each path.
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gate which operates on two bits and maps (a, b) 7! (a, a � b). It flips the second
(target) bit if the first (control) bit is 1 and does nothing if the control bit is 0. Classical controlled-not gate

,

a a

b a � b

The c
2-not gate, or the Toffoli gate (named after Tommaso Toffoli, a really cool

Italian-American computer engineer), is a reversible gate which operates on three
bits and maps (a, b, c) 7! (a, b, (a ⇥ b)� c). This gate has two control bits a and b and
one target bit c, and it flips the target bit if both of the the control bits are 1, and does
nothing otherwise. The Toffoli gate, or the

controlled-controlled-not
a a

b b

c (a ⇥ b)� c

The Toffoli gate is very powerful. If we have a source of 0s and 1s and can choose
to ignore some inputs or outputs then we can obtain: negation of c (set a = b = 1, a
c-not gate with b as the control and c as the target (set a = 1) or just b� c if we ignore
b at the output, and finally an and gate with inputs a and b (set c = 0 and ignore a

and b at the output). The Toffoli gate gives us all we need to construct evaluation of
any Boolean function.

Reversible computation predates quantum computation. Back in the 1980s Rolf
Landauer of IBM, while thinking about the ultimate limits to computation, realised
that to erase information costs energy. But if a computer were to operate reversibly,
Landauer argued, then in principle there would be no energy dissipation associated
with irreversible logic elements and hence and no power requirement to run compu-
tation. We can compute for free!

2

1

2

1

first beamsplitter phase shifts second beamsplitter

1p
2

ip
2

ip
2

1p
2

e
ij2

e
ij1

1p
2

ip
2

1p
2

1p
2



In terms of gates and circuits…

H
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Quantum gravitometers, acelerometers

• Accelerations
• Rotations
• Laser	frequency	detuning
• Laser	phase
• Photon	recoil
• Electric/magnetic	fields
• Interactions	with	atoms	and	molecules	
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Limits to computation ? 

Why	shall	I	accept	this	logically	
impossible	operation	√NOT	?

Because	its	physical	representation	exists	in	
Nature.	It	can	be	performed!	

Alan	Turing	

David	Deutsch	
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This is all we need…
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Deterministic, probabilistic and quantum

QUANTUM INTERFERENCE 5

1.3. Computation. Think about computation as a physical process that evolves a pre-
scribed initial configuration of a computing machine, called input, into some final
configuration, called output. We shall refer to the configurations as states. The dia-
gram below shows five consecutive computational steps performed on four distinct
states.

input

output

DETERMINISTIC

That computation was deterministic – every time you run it with the same input, you
get the same output. Such a computation does not have to be deterministic – we
can augment a computing machine by allowing it “to toss an unbiased coin” and to
choose its steps randomly. It can then be viewed as a directed, tree-like graph where
each node corresponds to a state of the machine, and each edge represents one step
of the computation.

input

p = p1 + p2

PROBABILISTIC

The computation starts from some initial state (input) and it subsequently branches
into other nodes representing states reachable with non-zero probability from the ini-
tial state. The probability of a particular final state (output) being reached is equal
to the sum of the probabilities along all mutually exclusive paths which connect the
initial state with that particular state. The diagram above shows only two compu-
tational paths, but, in general, there could be many more of them (here, up to 256)
paths contributing to the final probability. Quantum computation can be represented
by a similar graph:

input

p = p1 + p2 + 2pp1 p2 cos(j2 � j1)

QUANTUM

We associate with each edge in the graph the probability amplitude that the computa-
tion follows that edge. The probability amplitude of a particular path to be followed
is the product of amplitudes pertaining to transitions in each step. The probability
amplitude of a particular final state being reached is equal to the sum of the am-
plitudes along all mutually exclusive paths which connect the initial state with that
particular state,

z = Â
all paths k

zk.

The resulting probability, as we have just seen, is the sum of the probabilities pertain-
ing to each computational path pk modified by the interference terms,

p = |z|2 = Â
k,j

z
?
j
zk = Â

k

pk + Â
k 6=j

p
pk pj cos(jk � jj).
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by a similar graph:

input

p = p1 + p2 + 2pp1 p2 cos(j2 � j1)

QUANTUM

We associate with each edge in the graph the probability amplitude that the computa-
tion follows that edge. The probability amplitude of a particular path to be followed
is the product of amplitudes pertaining to transitions in each step. The probability
amplitude of a particular final state being reached is equal to the sum of the am-
plitudes along all mutually exclusive paths which connect the initial state with that
particular state,

z = Â
all paths k

zk.

The resulting probability, as we have just seen, is the sum of the probabilities pertain-
ing to each computational path pk modified by the interference terms,

p = |z|2 = Â
k,j

z
?
j
zk = Â

k

pk + Â
k 6=j

p
pk pj cos(jk � jj).
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Testing 10100 different possibilities in quantum superpositions

Traditional	approach:	proof	=	physical	record

Is A true
or not ?

Yes, A 
is true!

Proof		=	physical	process

Impact on logic…



Limits to quantum computation ? 



Building quantum computers…

Basic	blocks stable
fault	tolerant

Scaling	up
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How	powerful	it	is?Practicalities…

Trapped Ions

Superconducting NV-centers

Quantum dots

Electron spin in silicon 

Nuclear spin in silicon 

Ensemble NMR
Neutral atoms 

Tcoh
Tgate

103
104
105

108Hz105

quantum error correction, logical qubits, 
fault tolerance, scaling up  

gate 
speed



Do you understand complex numbers?
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Notes & Exercises

(1) I always found it an interesting coincidence that the two basic ingredients
of modern quantum theory, namely probability and complex numbers, were
discovered by the same person, an extraordinary man of many talents, a gam-
bling scholar by the name of Girolamo Cardano (1501–1576).

(2) Complex numbers have many applications in physics, however, not until the
advent of quantum theory was their ubiquitous and fundamental role in the
description of the actual physical world so evident. Even today, their pro-
found link with probabilities appears to be a rather mysterious connection.
Mathematically speaking, the set of complex numbers is a field. This is an im-
portant algebraic structure used in almost all branches of mathematics. You
do not have to know much about algebraic fields to follow these lectures, but
still, you should know the basics. Look them up.

(3) (a) The sets of rational and real numbers are all fields, but the set of integers
is not. Why?

(b) What does it mean that the field of complex numbers is algebraically
closed?

(c) Evaluate each of the following quantities 1 + e
�ip , |1 + i|, (1 + i)42,

p
i, 2i

and i
i.

(d) Here is a simple proof that +1 = �1,

1 =
p

1 =
q
(�1)(�1) =

p
�1

p
�1 = i

2 = �1

What is wrong with it?
(4) A quantum computer starts calculations in some initial state, then follows n

different computational paths which lead to the final output. The computa-
tional paths are followed with probability amplitudes 1p

n
e

ikj, where j is a
fixed angle 0 < j < 2p and k = 0, 1, ...n � 1. Show that the probability of
generating the output is 1 + z + z

2 + . . . + z
n = 1�z

n+1
1�z

1
n

����
1 � e

inj

1 � eij

����
2

=
1
n

sin2(n j
2 )

sin2( j
2 )

.

for 0 < j < 2p and 1 for j = 0. Plot the probability as a function of j.
(5) Imagine two distant stars that emit identical photons. If you point a single

detector towards them you will register a click every now and then, but you
never know which star the photon came from. Now prepare two detectors and
point them towards the stars. Assume the photons arrive with the probability
amplitudes specified below.

z

z

ze
if

ze
if

Every now and then you will register a coincidence – the two detectors will
fire.
(a) Calculate the probability of a coincidence.
(b) Now, assume that z ⇡ 1

r
e

i
2rp

l , where r is the distance between detectors
and the stars. How can we use this to measure r?

(6) Quantum Bomb Tester You have been drafted by the government to help This is a slightly modified version of a bomb
testing problem described by Avshalom
Elitzur and Lev Vaidman in
Quantum-mechanical interaction-free

measurement, Found. Phys. 47, 987-997 (1993).

in the demining effort in a former war-zone. In particular, retreating forces
have left very sensitive bombs in some of the sealed rooms. The bombs are
configured such that if even one photon of light is absorbed by the fuse (i.e. if
someone looks into the room), the bomb will go off. Each room has an input
and output port which can be hooked up to external devices. An empty room



Can you detect super-sensitive bombs?
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will let light go from the input to the output ports unaffected, whilst a room
with a bomb will explode if light is shone into the input port and the bomb
absorbs even just one photon. Your task is to find a way of determining empty

bomb

whether a room has a bomb in it without blowing it up, so that specialised
(limited and expensive) equipment can be devoted to defusing that particular
room. You would like to know with certainty whether a particular room had
a bomb in it.
(a) To start with, consider the setup (see the margin) where the input and

output ports are hooked up in the lower arm of a Mach-Zehnder inter-
fereometer.

Hint: Consider the setup where the input
and output ports are hooked up in one of the
arms of a Mach-Zehnder interferometer.

|0i

|1i

0

1

(i) Assume an empty room. Send a photon to input port |0i. Which
detector, at the output port, will register the photon?

(ii) Now assume that the room does contain a bomb. Again, send a
photon to input port |0i. Which detector will register the photon
and with which probability?

(iii) Design a scheme that allows you – at least part of the time – to
decide whether a room has a bomb in it without blowing it up. If
you iterate the procedure, what is its overall success rate for the
detection of a bomb without blowing it up?

(b) Assume that the two beam splitters in the interferometer are different.
Say the first beamsplitter reflects incoming light with probability r and
transmits with probability t = 1 � r and the second one transmits with
probability r and reflects with probability t. Would the new setup im-
prove the overall success rate of the detection of a bomb without blowing
it up?

(c) There exists a scheme, involving many beamsplitters and something called
“quantum Zeno effect”, such that the success rate for detecting a bomb
without blowing it up approaches 100%. Try to work it out or find a
solution on internet.

(7) A quantum machine has N perfectly distinguishable configurations. What
is the maximum number of computational paths connecting a specific input
with a specific output after k steps of the machine? Suppose you are using
your laptop to add together amplitudes pertaining to each of the paths. As k

and N increase you may need more time and more memory to complete the
task. How does the execution time and the memory requirements grow with
k and N? Will you need more time or more memory or both?

(8) The classical theory of computation is essentially the theory of the universal
Turing machine - the most popular mathematical model of classical compu-
tation. Its significance relies on the fact that given a large but finite amount
of time the universal Turing machine is capable of any computation that can
be done by any modern classical digital computer, no matter how powerful.
The concept of Turing machines may be modified to incorporate quantum
computation, but we will not follow this path. It is much easier to explain the
essence of quantum computation talking about quantum logic gates and quan-
tum Boolean networks or circuits. The two approached are computationally
equivalent, even though certain theoretical concepts, e.g. in computational
complexity, are easier to formulate precisely using the Turing machine model.
The main advantage of quantum circuits is that they relate far more directly
to proposed experimental realisations of quantum computation.

(9) In computational complexity the basic distinction is between polynomial ver-
sus exponential algorithms. Polynomial growth is good and exponential growth
is bad, especially if you have to pay for it. There is an old story about the leg-
endary inventor of chess who asked the Persian king to be paid only by a
grain of cereal, doubled on each of the 64 squares of a chess board. The king
placed one grain of rice on the first square, two on the second, four on the
third, and he was supposed to keep on doubling until the board was full. The One light year (the distance that light travels

through a vacuum in one year) is
9.4607 ⇥ 1015m.
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Randomness… 

…for the paranoid ones



Randomness – objective or subjective? 



Objective, no way! 

…I would rather be a cobbler, or 
even an employee in a gaming-

house, than a physicist.

TRULY RANDOM?



The story of worry…



John Bell: it is a testable proposition...



Bell’s inequalities…

One of these terms is 0 and the other is ± 2

A1,A2 B1,B2S = A1 B1 + B2( ) + A2 B1 − B2( )

S = ±2 −2 ≤ S ≤ 2hence



Almost twenty years later...

Institut d’Optique d’Orsay (1982) 

OBJECTIVE!
And it can be demonstrated!   Alain Aspect



Uniformly distributed and unpredictable

0100010110011111001010100010…

EACH BIT MUST BE

UNIFORMLY DISTRIBUTED

INDEPENDENT OF ANYTHING ELSE (OUTSIDE ITS FUTURE LIGHT CONE)

CERTIFICATION OF 
THE PROCESS 



Trust the authorities?



Device independent verification

0100010110011111001010100010…

EACH BIT MUST BE

UNIFORMLY DISTRIBUTED

INDEPENDENT OF ANYTHING ELSE (OUTSIDE ITS FUTURE LIGHT CONE)

No need for 
certification! 

No need to trust 
authorities!

Tested by users



Randomness amplification

Verification requires some randomness…

…or free will!   



Free will within deterministic system

nothing to do with randomness



Beyond the simplistic mathematical model



Many open questions

EPR VISION OF REALITY IS TOO SIMPLISTIC

SECURITY AND RANDOMNESS IN THE MULTIVERSE


